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Abstract

As human society rapidly enters into the digital age, the emergence of platform
enterprises has disrupted traditional economic development models, profoundly
affecting the daily lives and work of individuals, and altering governance
structures at both the national and global levels. How to strike a balance among
state authority, the digital power of platform enterprises, and fundamental human
rights in the digital era is a novel challenge that demands collective consideration
and resolution by human society. This paper introduces the concept of “user rights”.
It establishes the imperative of constructing a user rights framework in light of the
entirely new societal backdrop of the digital age, emphasizing the distinctive
features that set user rights apart from existing consumer rights. Furthermore, by

demonstrating the severe implications of user rights infringements for citizens’
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political rights, as well as economic, social, cultural rights, especially the rights of
vulnerable populations, the paper substantiates the legitimacy of establishing a user
rights framework. Finally, the paper proposes specific strategies for ushering in a
new era of user rights protection, addressing conscientization, global governance,

and mechanisms for safeguarding user rights.



In this new digital age, more and more of us are becoming users of platform
enterprises. The size of the global internet population reached 5.3 billion by 2022,
which is about 66% of the global population, and the percentage is even higher in
the United States, China, Europe and many other countries. How do we understand
the rights of platform users? What is the difference and connection between user
rights, traditional consumer rights and civil rights? What is the significance of user
rights for the development of platform enterprises, national governance and global
governance? How to position and protect user rights through regulation and legal
frameworks? These are all important questions that urgently need addressing, as
current laws have failed to keep up with these rapid technological changes and

their frequently negative impact on users of internet platforms.

I. The contemporary context and the characteristics of user rights

User rights are an entirely new historical phenomenon facing human society as
humanity enters the digital age. They are the most complex civil and human rights
issue arising from the significant changes in the application of new technology to
business operations, and the impact of these new business models on national and
global power structures and governance models. They urgently require attention
from the international community. The following subsections explain this point in
more detail.

1. The rapid entry of human society into the digital age provides the broad
historical context for the new concept of user rights. The transition from the
industrial age to the digital age has brought about comprehensive and profound
changes to human society: First, the rise of platform enterprises, which have
overturned traditional economic models, business and consumption practices,
information dissemination and educational methods, and have become an

important force participating in national and global governance. Second, digital



machines have supplanted traditional machines to become the most significant
tools of production. More recently, the emergence of GPT-4 and other similar tools
marks a paradigm shift in artificial intelligence technology, triggering a high
degree of concern about its potential negative implications in the international
community. Third, data has become a crucial factor of production, and how to
collect and use data has become a significant element in the competitiveness of
enterprises and even countries. Fourth, the digital traffic of user’s attention
(hereinafter referred to as “DTA”)? is no longer simply an indicator for business, it
has become an important resource and instrument. Fifth, relying on digital
technology, human beings have created a new virtual space, which transcends the
borders of countries and is deeply integrated with and mapped onto the real
physical space. Sixth, with the emergence of a variety of innovative digital
products and technologies, such as the meta-universe and blockchain, the types and
value of digital products will develop even faster. Seventh, digital currencies will
also change the traditional financial order. Platform enterprises and governments
have begun to manufacture all kinds of digital currencies. Bitcoin and other
cryptocurrencies relying on blockchain technology have developed rapidly. These
non-sovereign digital currencies will increasingly participate in the international
financial system.

The above changes in the digital era have triggered profound changes in human
society in various fields such as politics, economy and culture, as well as in
people’s production, consumption and lifestyles. Virtually everyone in the digital
age becomes a “user” in this new era. People conduct their digital lives as users,

and even engage broadly and deeply with social issues and national and global

2 This is a brand-new element in the digital age, and there is a lack of consensus on its definition and
characteristics. It is currently referred to as /iuliang “Jit & in Chinese, while in English, I provisionally refer
to it as “digital traffic of attention”. The relevant content of it will be discussed in the following text.



governance through platforms. User rights in relation to platforms have therefore
emerged as a brand-new historical phenomenon.

2. The new power structures and governance models of human society call for
constructing a system for protecting user rights. As human society enters the digital
age, national and global power structures and governance models have undergone
significant changes. First, in the previous agricultural and industrial eras, power
was exercised by states, and all countries had a type of “binary governance model”
that sought to balance state power and civil rights, though with variations
depending on the chosen governance model. In the digital era, however, building
on the foundation of their national or multinational power, strong capital and
technological advantages, platform enterprises have constructed their own digital
hegemony, and rapidly become the new power brokers. As a result, human society
has rapidly evolved into a “triadic governance model” where national power,
digital power of platform enterprises and civil rights vie for influence. Second, in
the traditional global governance model constructed during the industrial era, the
main governance entity was still the state, and the object bound by international
law was also primarily the state. However, in the digital era, platform enterprises,
as important builders of virtual spaces, have rapidly evolved into a brand-new
force influencing global governance, and their influence clearly transcends national
boundaries. As one Facebook executive put it in an interview, Facebook is as
powerful as a nation, and in his view, “no king in history” is as powerful as Mark
Elliot Zuckerberg: “No king in the history of the world has been the ruler of two
billion people, but Mark Zuckerberg is.””* The Prime Minister of Australia publicly
complained about “being bullied” when Facebook introduced restrictions on

Australian users, after Australian legislation required Facebook to pay for internet

3 Joseph A. Wulfsohn, “Facebook exec recorded saying company 'too powerful,' should be broken up and
Zuckerberg removed as CEO”, 15 March 2021, Fox News: https://www.foxnews.com/media/facebook-mark-
zuckerberg-benny-thomas-project-veritas.



businesses to use Australian media links.* With the growth of these corporations’
multinational influence, it will certainly become a regular phenomenon in global
governance for a powerful country to claim that it is being "bullied" by a platform
company. Third, user rights are being profoundly affected by these new power
structures and governance models. Users are directly managed by platform
enterprises on the relevant platforms and are subject to the radiation of their digital
power. At the same time, user rights and the digital power of platform enterprises
are also theoretically still subject to regulation by State power, so that a complex
interactive relationship of rights and obligations is formed among the three, which
is a completely new situation facing human society and the State as well as global
governance in the digital era.

3. User rights cannot be protected under traditional consumer rights frameworks.
After carefully reviewing the available academic literature and thinktank reports,
we could not locate any studies focusing on the difference between the concepts of
consumer and users in the digital age. In the various international official reports,
no distinction is drawn between “consumers (the Consumer)” and ‘“users (the
User)”, and the two concepts are often conflated. However, there are several
essential differences between the two. First, the basis of their legal relationship is
not the same. Consumer rights protection emphasizes the “consumer’s” identity
and behaviour. In other words, through their consumption, consumers establish
legal relationships with providers of goods and services, and the rights are
generally applicable to a broad range of different providers. But user rights are
based on the establishment of a connection with a specific platform enterprise. As

long as the user downloads the platform enterprise’s app, the two sides

4See Facebook, “Facebook's Botched Australia News Ban Hits Health Departments, Charities and Its Own Pag
es”, 18 February 2021, in the website of the Guardian: https://www.theguardian.com/technology/2021/feb/18/
facebook-blocks-health-departments-charities-and-its-own-pages-in-botched-australia-news-ban, last visited o
n 28 August 2023.



automatically form a relationship involving specific rights and obligations. Second,
the type of consideration paid differs between consumers and users. It is generally
recognized that the payment of fees by consumers to purchase goods or services is
an important basis for protection of consumer rights and interests. By contrast,
while apparently, platform enterprises do not directly profit from the consumption
behavior (or purchases) of their users, the platform enterprises first establish a
connection with the user through their systems and technology, and then they
capture and calculate the user’s “attention” using complex algorithms, based on
which two key resources, namely, data and digital traffic of user’ attention (DTA)
are created, and through this process, the platform enterprises obtain huge
economic benefits. Third, the nature of the power relationship between the two
parties has fundamentally changed. Traditional consumers and operators are
essentially in an equal relationship based on longstanding principles of civil law,
where even if the operator holds an industry monopoly, the impact on consumers is
ultimately limited to an economic one, and various consumer protection laws also
help to level the playing field between consumers and providers. However,
platform enterprises possess enormous amounts of the user’s data, which not only
has property attributes, but also often encroaches on the personality rights of
individual users, and includes extensive personal information of the user. Platform
enterprises, through their algorithmic technology, make use of detailed user
profiles, recommendations and other methods to capture more “attention” from
those users, so as to obtain even more DTA and data resources, in an ever-
expanding cycle of data and DTA. In this process, the platform enterprises not only
use their algorithms, artificial intelligence and other technologies to increase the
depth of their influence on users, but also directly manage and control the user

through their platform rules. Users who violate the rules can be penalized or even



have their accounts suspended, which may cause serious disruption to their
economic and personal lives.

Therefore, it is clear that the relationship between the two parties is no longer a
simple relationship between equal civil subjects, but has evolved into a new type of
dominant/subservient relationship. The essence of this new relationship is that the
platform enterprise has the digital power, through the use of data, DTA,
algorithmic technology and other ways, to exercise control over the user and
manipulate their behaviour. Therefore, user rights, unlike traditional consumer
rights, involve both civil rights and broader human rights issues. It is not sufficient

to discuss user rights under the framework of traditional consumer rights protection.

II. The enormous impact of violations of user rights on human society

In the rapidly developing digital age, it is clear that user rights are being
increasingly violated. However, the problem has not drawn sufficient attention
from the international community, not only because it is a completely new
phenomenon, but also because the infringement of user rights, unlike traditional
explicit types of harm or violence, mainly manifests itself in the form of implicit
harm, not unlike “boiling frogs in warm water”, so they don’t realize the increasing
temperature until it is too late. In other words, this infringement process is not a
sudden incursion; rather, it is a gradual intensification. In this process, user rights
are gradually infringed upon, even while they may happily and unconsciously
accept the infringement. This situation will inevitably result in a series of harmful
impacts:

1. The infringement of user rights will seriously impact civil and political rights as
well as the political operation of the State. In the digital age, every citizen should
have the right to access more information, have more opportunities to express his

or her opinions, and participate in the democratic processes of national and global



governance. However, due to the increasingly powerful digital control of platform
enterprises, users are easily reduced to tools of capital and technological
enslavement without realizing it. The public whistle-blowing by Frances Haugen, a
former senior manager at Facebook, reveals a frightening logic of current social
media and information platforms: according to Haugen, Facebook’s own research
has shown that “content that is obnoxious, divisive, and polarizing is more likely to
inspire angry emotions than it is to inspire other types of emotions.”...
“Misinformed, angry content appeals to people.”... “In essence, Facebook
amplifies the worst aspects of human nature.”

One of the most disturbing aspects of Haugen's report is that while Facebook and
other social media or information platforms are aware that certain types of
information, such as hate, violence, pornography, falsehoods and vulgarity, are
harmful to human society, they also know that such negative information is more
appealing to users and more likely to increase their interaction with the platforms,
and thus allow those platform enterprises to make more money. Therefore,
platform enterprises often take advantage of the loopholes in state power,
condoning or even indulging the proliferation of hate, violence, pornography,
falsehoods, vulgarity and other information, and more profoundly, actively
influencing or even controlling the minds of users through the effect of
“information cocoons”.

Thus, from the perspective of civil and political rights, the superficial phenomenon
is that people have more opportunities to participate in politics, but the reality is
that users are being manipulated by capital and technology in a way that harms

society.

5> See Wall Street Journal, “The Facebook Files: A Wall Street Journal Investigation,” Wall Street Journal 1
October 2021: https://www.wsj.com/articles/the-facebook-files-11631713039, last visited on 28 August 2023.
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A more serious problem is that not only have ordinary citizens become dependent
users, but politicians, journalists of traditional media, experts and scholars have
also become users, and all of them are just as susceptible to manipulation by
various kinds of negative information. Therefore, a major issue currently facing
human society in the digital age is that when more and more users are effectively
controlled by capital and technology, various types of populism will tend to arise,
and politics will become more extreme and less democratic.

The European Parliament's “Study Group on the Future of Science and Technology”
reported that: “the algorithms used by social media platforms can lead to ‘Echo
Chambers’ or ‘Filter Bubbles’, in which users are presented with only one type of
content, rather than receiving a full range of voices and opinions. This can
reinforce disinformation by ensuring that users don’t see counter-arguments or
other content with potentially differing opinions, and also means that users
perceive a story to be widely believed far more than it actually is. This will
inevitably lead to the polarization of society.”® Likewise, in October 2020, the U.S.
House of Representatives Judiciary Committee released its “Report of
Investigation into the State of Competition in the Digital Marketplace”, which also
describes the significant impact on democracy and politics brought about by
platform enterprises. The Subcommittee Chairman David N. Cicilline (D-RI) noted
the democratic stakes of the Subcommittee’s work: “Because concentrated
economic power also leads to concentrated political power, this investigation also
goes to the heart of whether we, as a people, govern ourselves, or whether we let

ourselves be governed by private monopolies.”’

6 See the Scientific Foresight Unit (STOA) of the European Parliamentary Research Service, “Panel for the
Future of Science and Technology-Online platforms: Economic and Societal Effects”, March 2021.

7 See the Subcommittee on Antitrust, Commercial and Administrative Law of the Committee on the Judiciary,
“Investigation of Competition in Digital Markets: Majority Staff Report Recommendations”, United States
House of Representatives, October 2020, pp.76-77.



2. The infringement of user rights will seriously affect citizens' economic, social
and cultural rights. The siphoning effect created by large platform enterprises will
further exacerbate the polarization of the rich and the poor. Data released by
Forbes on June 8, 2023, demonstrates the huge economic volume of the U.S.
platform enterprises.® The market capitalization of just five large platform
companies in the United States - Google, Amazon, Facebook, Apple and Microsoft
(collectively known as “GAFAM”) - exceeded $8.08 trillion in 2022, more than
the combined annual GDP of four large countries in the World Bank’s statistics,
namely Canada, Italy, Brazil and Australia, which were ranked 9th-12th globally in
2022.

Behind the rapid accumulation of wealth by such large-scale platform enterprises
are new ways of distributing benefits and undermining the rights of workers. First,
large-scale platform enterprises have changed economic models and constructed a
new business structure centered on their platforms with merchants (manufacturers),
takeaway/delivery riders, and consumers. In the new business structure, platform
enterprises hold a powerful informational advantage and effective power to
determine how to distribute the interests among these stakeholders. In the absence
of effective regulation, platform enterprises easily abuse this power to maximize
their own interests: extracting a higher percentage of sales commission from
merchants, charging consumers more delivery fees, and squeezing new types of
employees (or “contractors”), such as delivery riders.

Second, the DTA is no longer just an evaluation indicator, but has increasingly
become a “secret tool” for large platform enterprises, comprehensively affecting
their operational decisions, and impacting stakeholders in differing ways. For

example, when an article, video, or product on the platform is strongly

8 See Andrea Murphy and Hank Rucker (eds), “The Global 2000 (2023)”, Forbes, 8 June 2023,:
https://www.forbes.com/lists/global2000/?sh=6d2190245acO0.



recommended by DTA, it will receive more attention from people. By contrast,
even high-quality articles, videos and products are difficult for many users to
browse or locate if they are suppressed by DTA. The key issue is that traditional
commercial advertisements and algorithms are regulated by law, with relatively
transparent and fair operating rules, but DTA is not only influenced by algorithm
rules, but is also manually manipulated by large platform enterprises, based on
their own interests. Unfortunately, it is difficult for users to find out which articles,
videos, or products are supported by DTA, because the large platform enterprises
are free to keep it as a secret tool of influence, comprehensively impacting the
economic, social, and cultural rights of users.

Third, as platform enterprises have expanded exponentially, labor rights are being
newly infringed upon. In the course of Zhicheng Law Firm’s practice and research
into cases involving delivery riders of platform enterprises,” we found that the
typical platform enterprise (Company A) sets up or collaborates with separate legal
entities (Company B, Company C, and even Company D) to recruit and manage all
the delivery riders, and the labor management process and contracts are dispersed
from Company A to Companies B, C and D, so that it is impossible to determine
whether the majority of delivery riders have a labor relationship with the platform
enterprise or merely one of the relevant management companies. As a result, many
delivery riders find it difficult to obtain the basic protections in traditional labor
laws, as the identity of their “employer” is not clear.!® The labor intensity of
platform workers, such as delivery riders, has increased, and the entire labor

process 1s dominated by digital power, but many of them do not enjoy the

% See the report in Zhicheng Laborer, “A Cloud of Mystery Surrounding Delivery Riders: How the Law
Should Get the ‘Bureau [of Labor]’ onto Delivery Platforms”, 13 September 2021, official WeChat account of
Zhicheng Laborer: https://mp.weixin.qq.com/s/FIdsv8K-tESoIDNLIXGMog. (Ei7781#%: (WFHx:
FRERMAATHAZFEHTH “/” ), 2021 9 A 13 H, WBWTHHFEME LIRS :
https://mp. weixin. qq. com/s/FI1dsv8K-tESo1DNL1XGMog. )

10 Tbid.


https://mp.weixin.qq.com/s/FIdsv8K-tESolDNLlXGMog.

protection of social insurance and other basic workers’ rights. By contrast, the
platform enterprises can reduce their labor costs and increase profits accordingly.
This situation has led to an increasing concentration of wealth among a few large
platform enterprises and their founders and shareholders, as well as those fortunate
users with huge DTA, while further polarizing society as a whole, dividing the rich
and the poor, and undermining the national social security system as well as the
public interest.

3. Inadequate protection of user rights will place vulnerable groups in a more
unfavorable situation. While users as a whole may be susceptible to manipulation
in the new digital era, the issue of protecting the rights and interests of more
vulnerable users, such as women, children and the elderly, has become even more
complex.

Take child protection as an example: in China, the United States, Europe and many
other countries, the proportion of children online is much higher than the
proportion of adults online. In China, for example, research data shows that in
2021, the number of Internet users among children over 6 years old will reach 191
million, and the internet penetration rate will reach 96.8%, which is 23.8% higher
than the overall national internet penetration rate of the country (73.0%).!! While
the Internet certainly satisfies children's need for learning, entertainment,
friendship and self-expression, it also creates serious risks of harm and
infringement of their rights.

First, various kinds of violence, pornography, falsehoods and other harmful content

on social networking and information platforms have a disproportionately negative

1 See the reports of the China Internet Network Information Center: “The Research Report on Internet Usage
among Minors in China in 2021” and “The 49th Statistical Report on the Development of China's Internet”,
China Internet Network Information Center: https://www.cnnic.net.cn/6/86/88/index.html. (Z I, 7 [E H. 5k W
P [ R O N BRI AT AR L e ) DL R (BB 49 kb B BRI 2% R iRt g it ), #rh
HBM A5 B Mk https:/www.cnnic.net.cn/6/86/88/index.html. )



impact on the values of children. Children lack mature independent discernment,
and such harmful content will seriously distort their’ perception of life and the
world to an even greater extent than its impact on adults. For instance, in July 2017,
the New York Times reported on the case of online child cults, in which some
videos “reimagine” cartoon characters familiar to children being seriously abused,
such as Mickey Mouse being hit by a car and splattered with blood, or Princess
Elsa of the movie Frozen being urinated on by a Claymation Spider-Man. The
beautiful or innocent images of these cartoon characters in the minds of children
are replaced by disturbing content of bondage, abuse and bloodshed. Faced with
strong protests from all walks of life, YouTube has acted to take down this kind of
video, but other violent and disturbing content is still widely accessible on these
platforms.!? In China, the introduction of similar children's cult videos into China
in 2018 directly contributed to the comprehensive revision of the Law on the
Protection of Minors.!3

Second, internet addiction is both harmful and particularly prevalent among
children. In China, the United States and many other countries, there have been
cases, in which children's addiction to the Internet has led to violent killings,
suicides and other extreme consequences. Even in less extreme cases, Internet
addiction damages the physical and mental health of children. Some children
addicted to online games suffer from myopia; some contract gastrointestinal
diseases prematurely; others become irritable and easily angered, depressed and
disheveled, with their ability to interact with reality seriously weakened; and

increasing numbers suffer from depression. Many children addicted to online

12 See Sapna Maheshwari, "On YouTube Kids, Startling Videos Slip Past Filters", 4 November 2017, in the
website of the New York Times: https://www.nytimes.com/2017/11/04/business/media/youtube-kids-paw-
patrol.html.

I3 Law of the People’s Republic of China on the Protection of Minors, Adopted at the 21st Meeting of the
Standing Committee of the Seventh National People's Congress on 4 September 1991 and Revised secondly at
the 22nd Meeting of the Standing Committee of the 13th National People's Congress on 17 October 17 2020.



games have a strained relationship with their families, with some of them even
assaulting their parents with fists and sticks, so that mothers may be afraid to spend
time with their children alone.

Is there a clear positive relationship between violent games raging on the internet
and violent crimes? Suicide and self-injury among children have become a new
social problem, but what is the relationship to harmful content on the internet and
internet addiction? It is obvious that countries around the world have not paid
enough attention to researching above issues, and particularly the impact of
platforms and social media on these phenomena.

Third, the rapid evolution of digital platforms has created new threats to child
safety, among which sexual abuse and exploitation of children are the most
widespread and concerning. To give just one example, the 2020 exposure of the
Room N case in South Korea attracted worldwide attention: The criminals used
instant messaging software to set up a number of secret chat rooms, coercing
young women into sexual slavery and sharing illegally filmed sexual videos and
photos of the women in the online rooms. In this case, 74 women were sexually
assaulted, including 16 children, with the youngest victim just 11 years old, and as
many as 260,000 users joined the so-called “rooms” to share or view such
pornography.'* In recent years, China has also seen an increase in the number of
cases of sexual abuse of children handled by the judiciary, with frequent cases of
criminals molesting multiple children, which has sparked widespread concern in
the community. It appears that digital platforms were used to facilitate this abuse in
several of these cases. The plight of vulnerable people is one of the core

benchmarks for measuring the development of civilization in human society, and

14 See “Cho Ju-bin: South Korea Chatroom Sex Abuse Suspect Named After Outcry”, 25 March 2020, BBC
News: https://www.bbc.com/news/world-asia-52030219.



protecting the user rights and safety of vulnerable people in the digital era is a

whole new challenge.

II1. How to kickstart a new era of user rights protection?

User rights protection is an extremely complex issue. User rights must respond to
the rapid and comprehensive evolution of the digital era and will require more
effective regulation of the digital power of platform enterprises. Due to their global
influence and impact, how to balance the digital power of platform enterprises with
the power of states, and the rights of users is one of the most fundamental
questions in the digital era. Addressing it will demand careful theoretical study and
ongoing institutional reform of national and global governance. The following are
some preliminary suggestions aimed at kickstarting this reform process.

1. Improve knowledge and research on user rights at the theoretical level. At
present, the significance of “user rights” has not been fully recognized at a
theoretical level. First, in various studies, the concept of users is often confused
with the concept of consumers, without the unique characteristics and legal
significance of user rights being recognized. In the report “Panel for the Future of
Science and Technology--Online platforms: Economic and Societal Effects”
published by the European Parliament’s Panel for the Future of Science and
Technology in 2021, the term “Consumer(s)” is used 169 times and the term
“User(s)” is used 297 times without any clear distinction made between the two.!”
Likewise, in the report “Investigation of Competition in Digital Markets,”
published by the U.S. Congressional Subcommittee on Antitrust, Commercial and

Administrative Law of the Committee on the Judiciary in 2020, the term

15 See the Scientific Foresight Unit (STOA) of European Parliamentary Research Service, “Panel for the
Future of Science and Technology-Online platforms: Economic and Societal Effects”, March 2021.



“Consumer(s)” appears 404 times, and the term “User(s)” 730 times, again without
any clear definitional distinction. !

Second, both experts and scholars as well as large platform enterprises themselves
have expressed their helplessness in protecting user rights and addressing the
digital power of platform enterprises. One Chinese scholar concluded that “the
difficulty of the governance problem of super online platforms lies in the complete
inability of the existing human knowledge system to address it. So far, among
global business leaders, politicians, experts and scholars, no one has been able to
give a basic answer. In the face of this dilemma, traditional theories of law, public
administration and international relations have lost their basic utility.”!” Likewise,
in a written statement responding to a television interview on the Haugen report,
Facebook claimed, “If any research had identified an exact solution to these
complex challenges, the tech industry, governments, and society would have
solved them a long time ago.”!8

Third, the relevant legislation, as well as judicial and legal studies of the problem,
are seriously lagging behind the times. To give just one example, the enactment of
section 230 of the Communications Decency Act (CDA) in the United States in
1996 gave platform companies the power to regulate users’ content, but platforms
were exempted from liability for obscene or indecent content on their sites due to
“freedom of expression” concerns, resulting in the online proliferation of hateful,

violent, and false information of all kinds.!” Such legislation will not only seriously

16 See the Subcommittee on Antitrust, Commercial and Administrative Law of the Committee on the Judiciary,
“Investigation of Competition in Digital Markets”, originally released October 2020.

17 See Fang Xingdong, Yan Feng, “The Formation and Governance of ‘Super Power’ on Online Platforms,” in
People's Forum - Academic Frontiers, Vol. 14, No. 1, 2019, pp. 90-101.

18 See the statement of Lena Pietsch (Facebook’s director of policy communications) on CBS News,
“Facebook’s Response to 60 Minutes’ Report, ‘The Facebook Whistleblower’, 3 October 2021, CBS News:
https://www.cbsnews.com/news/facebook-statement-60-minutes-whistleblower-2021-10-03/, last visited on 28
August 2023.

19 Sara L. Zeigler and Deborah Fisher, “Communications Decency Act and Section 230 (1996),” The First Am
endment Encyclopedia (last updated May 2023), https://mtsu.edu/first-amendment/article/1070/communication



jeopardize the user rights, but will also seriously impact the operation of political
systems in various countries due to the proliferation of misinformation online.

2. Regulate the exercise of digital power by platform enterprises in national and
global governance systems. Platform enterprises transcend national boundaries and
have become an entirely new force in global governance. Among the nearly 3
billion monthly active users of Facebook, only around 175 million are American
users, and the rest are from other legal jurisdictions in dozens of countries.?’ How
to regulate the digital power of platform enterprises and safeguard the user rights
on this basis should not only take into account the differences in the political
systems, rule of law systems and cultural traditions of different countries, but also
have a global perspective. First, from the perspective of international law, large-
scale platform enterprises should be given a corresponding status as soon as
possible, and their obligations under international law should be clarified. At
present, the primary entity covered by international human rights law is the state.
Although the United Nations Human Rights Council endorsed the Guiding
Principles on Business and Human Rights in 2011, this guiding rule is still a form
of “soft law” and lacks binding force. Platform enterprises are very different from
transnational corporations in the industrial age, as they have “effective power”
similar to that of many countries, and they can formulate user management rules to
directly manage or control users, which exert similar force as national laws within
their online communities or “territories”. Therefore, the international community
should propose innovative methods to address the status of large platform

enterprises in international law, such as bringing large-scale platform enterprises

s-decency-act-and-section-230#:~:text=Congress%?20enacted%20the%20Communications%20Decency,explici
t%20materials%200n%?20the%20internet.

20 See Stacy Jo Dixon, “Countries with the Most Facebook Users 20237, 29 August 2023, in the website of the
Statista: https://www.statista.com/statistics/268136/top-15-countries-based-on-number-of-facebook-users/.



within the scope of formal international law in order to regulate and guide their
digital power more effectively.

Second, from a national perspective, specialized and updated legislation on
regulating the digital power of large platform enterprises should be enacted as soon
as possible. The four EU specific legislations on digital issues,namely, the General
Data Protection Regulation (GDPR), Data Governance Act (DGA), Digital
Services Act (DSA) and Digital Markets Act (DMA), are dedicated to
safeguarding the rights of users, such as personal information, as well as regulating
the digital powers of platform companies. In particular, the DMA imposes special
requirements on large platform companies. All these are positive legislative
developments. Yet gaps still remain, and many other jurisdictions where platform
enterprises are based lack these kinds of user protections. From the perspective of
regulating the digital power of platform enterprises globally, several questions
need to be addressed, including: How to further define the tripartite rights and
obligations relationship between the public power of the state, the management
power of platform enterprises and users? Do the various rules as well as algorithms
formulated by platform enterprises meet the basic requirements of fairness and
justice? Are the rules and internal operational mechanisms of platform enterprises
transparent and open? These and many other similar issues urgently need to be
addressed in the future legislative process in numerous countries.

Third, it is necessary as a precondition of these legislative reforms to establish the
theoretical basis and legal requirements for the subject responsibility of platform
enterprises. Whether it is macro state power, or specific administrative authority,
or the rights and obligations of citizens, all should follow the principle of unity of
power and responsibility. The unity of power and responsibility is an important
indicator of rule of law in modern civilization, and it essentially reflects the basic

requirements of fairness and justice in the law. Since platform enterprises construct



their virtual spaces, formulate the rules of these virtual spaces, and manage or
control the activities within those spaces, while gaining great power and benefits,
they should therefore assume the consequent legal obligations. The biggest
problem with current U.S. social platform legislation (and that of many other
countries) is that it gives platform enterprises too much management power yet
exempts them from effective responsibility. As one legal scholar has observed:
“The power gained by these companies far exceeds the responsibilities they have
assumed...Legal reforms taking place in the United States in the past twenty years
or so have failed to correct this asymmetry.”?! The basic requirement of the subject
responsibility of platform enterprises should be implemented both in the
international legislative system and in national legislation.

Finally on this point, despite the impact of the digital power of platform enterprises
on user rights as well as on the power of the State, the digital era is an irreversible
trend. For any country, it is important not to give up eating for fear of choking, and
not to unilaterally negate the abuse of power and other problems that exist in the
platform enterprises through stifling business, freedom of expression, and other
benefits of these new technologies. Rather, governments need to improve their
legislation in a smart way to address the problems while supporting the

standardized and healthy development of digital enterprises in this digital age.

IV Concluding Policy Suggestions

It is necessary to build a new mechanism for the protection of user rights under the
tripartite framework of platform enterprises, States and international law. The
design of the system in any era is in line with the direction of civilization and

justice only if it is centered on the well-being of people. In the new digital era, the
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protection of user rights should be placed at the center of the development of the
digital economy and digital governance. First, some basic principles should be
established for large platform enterprises to safeguard user rights. For example, it
should be confirmed that users enjoy the principle of obtaining equal and fair
protection on the platform, and that no user should be subject to any form of
discrimination, and especially that the platform enterprises cannot treat users
discriminatorily in algorithms and DTA applications. The user agreements of the
platform enterprises should be fair, and they cannot limit the rights of the users
through hegemonic clauses.

Second, some important user rights should be clarified. For example, the user’s
right to know should be clarified: the user has the right to know the governance
system of the platform enterprise, the right to know the significant information of
algorithms, DTA and other applications affecting their rights and interests, and the
right to know the significant decisions involving their rights and interests. The
user’s right to participate should also be clarified: the user’s right to participate in
the formulation of the rules involving their rights and interests should be
guaranteed; and the right of users to participate in the significant decisions
affecting their rights and interests should be guaranteed. In other words, we should
innovate and develop relevant legal systems to safeguard user’s right to participate.
Third, platform enterprises should build a new mechanism to effectively protect
user rights and interests. Platform enterprises should set up their internal
governance structures based on democratic principles of fairness and justice,
establish an effective internal governance system to safeguard the rights and
interests of users, formulate binding enterprise policies to safeguard the rights and
interests of users, take effective measures to reduce the occurrence of infringement
of the rights and interests of users, and take timely measures to provide relief to

users when their rights and interests are infringed upon.



Fourth, social organizations for the protection of user rights should be developed
and supported by public funding as soon as possible. One phenomenon that should
be carefully guarded against in the digital age is the trading away of state power in
the face of the digital power of platform enterprises. Since platform enterprises
have strong financial and social lobbying capabilities, they can easily corrupt,
influence and even control the operation of state power. User rights protection
organizations represent a relatively independent voice and power, and can better
supervise the exercise of state power and the digital power of platform enterprises
on behalf of users.

Fifth, we should further develop public interest litigation systems. The biggest
characteristic of the digital era is that digital power is highly aggregated in large
platform enterprises, while the corresponding users are in a highly decentralized
state. Even if the user rights are seriously infringed upon, the cost of upholding the
rights of a single user is huge. Compared to the huge cost of protecting their rights
and the possible negative results when going up against powerful corporations with
expensive legal representation, the vast majority of users will choose to give up.
This situation contributes to the concentration of power in platform enterprises,
thus worsening the asymmetric relationship between the highly concentrated
digital power of platform enterprises and the highly dispersed user rights. Public
interest litigation can be an effective way to uphold and safeguard legal rights on
behalf of large groups of unspecified and decentralized individuals, which would
precisely respond to this asymmetry.

User rights affect all of us. Whether we are ordinary workers, farmers, intellectuals,
entrepreneurs or politicians by profession. Even the then President of the United
States, Donald Trump, who wielded enormous political power, felt helpless in the
face of this new type of digital power when his online accounts were blocked by

platform enterprises such as Twitter. Although many observers agreed with



Twitter’s decision in this case, because they believed that the former President had
spread the misinformation about “election fraud”, it nonetheless clearly
demonstrates the urgent need for clearer rules to regulate how such decisions are
made, rather than leaving them up to the whims of private enterprises.

Elon Musk, an entrepreneur with significant global influence, strongly expressed
his dissatisfaction with the impact of social platform enterprises on users and
society as a whole, when he acquired Twitter. However, judging from current
developments, the acquisition of Twitter has only changed Musk's individual status
-- he is no longer a mere user whose rights have been profoundly affected by
Twitter Inc; instead, he has become the head of this platform enterprise with
immense digital power. But the reforms he has pushed for remain superficial and
shallow relative to the significant impact on the rights of users at large, and the
rights of the vast majority of Twitter users are still greatly affected or even
infringed by the digital power of the Twitter platform. The development of
artificial intelligence and other technologies will further strengthen the digital
power of platform enterprises, so it is even more urgent that governments and the
international community act now to protect the rights of individual users

effectively in this brave new digital world.






